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Need to Design Both Sides Together



Access, Protection, Efficiency

• Requesters want/need access to registration data
• Variable levels of access

• Registrants need protection against abuse
• Some need more protection than others

• Registrars need legal protection
• Everyone needs efficiency
• Efficiency reduces costs
• Efficiency improves effectiveness



Observations

• Registration Data includes a LOT of data elements
• Contacts
• DNS records
• Payment details
• Account Holder
• Locks, etc.

• Everybody has policies
• Registrars, Registries, Policy Authorities
• Need to fit them together



Design Approach
• Assign validation and sensitivity levels
• to each data element

• Might be dependent on the registrant’s status
• PII, At risk, etc.

• Use a two-dimensional filter on requests
• Permitted Sensitivity Level
• Permitted Data Elements

Policy controls are via assignments of sensitivity levels 
and control of who is permitted to see which data 
elements.



The Requester’s View



Requester

TLD Ry-a

TLD Ry-b

TLD Ry-c

Rr-1

Rr-2

Rr-3

Rr-4

Requester’s ideal:
• Ask anybody for anything
• Ask everybody for 

everything



Reality check: GDPR, et al

• Need to protect privacy, prevent abuse
• Variable access
• Who/why
• What data

• Need identification, authentication and 
authorization
• Credentials ahead of time for efficiency and certainty
• Ad hoc requests also ok, but triggers manual review



Requester

Rr-1

New reality: Who?, Why?, What data?

Identity, etc.
Check



Requester

Rr-1

Pre-authorization speedup

Credential Credential
Check

Credential Issuer



Credentials

• Identity of requester
• Terms
• Purposes
• Protection of data
• Audit, Enforcement

• Acceptance
• Bilateral
• Specific groups
• Broad groups



Credential Acceptance

Rr group 1 Rr group 2 Rr group 3 Rr group 4

LE-1 ✓ ✓ ✓
LE-2 ✓ ✓ ✓
IP ✓
Sec Prac ✓ ✓

These all evolve over time

• Requester groups admit and  oversee members
• Registrars and Registries join various groups
• Groups arise, merge and fade



The Hierarchy
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Multiple Policy Levels

•  Registrar has one or more policies regarding
• What data to collect
• Validation process
• Assignment of sensitivity level

• Registries also have policies

• And Governments, ICANN, et al do too (Policy 
Authorities)
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Collection, Validation and 
Labelling
• What data must/may 

be collected?
• Validation of each data 

element?
• V0 = no validation
• V1 = syntactic validation
• V2 = operational 

validation
• V3 = identity validation

• Sensitivity Levels
• S0 = public
• S1 = private
• S2 = very private
• S3 = requires legal 

paperwork

• Who gets a copy?
• Registrar (of course)
• Registry
• Policy Authority (ICANN, 

Gov, etc.)



Search and Summary



Requester

TLD Ry-a

TLD Ry-b

TLD Ry-c

Rr-1

Rr-2

Rr-3

Rr-4

Requester’s ideal:
• Ask anybody for anything
• Ask everybody for 

everything
• Correlate and Summarize as 

desired

However:
• Need to limit and audit this 

process



Trusted
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Requester

Trusted Processes

A trusted process can 
provide the desired 
functionality.

Limited functionality.

Audited operation.
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Requester
Trusted
Process

Trusted Processes

Separate Trusted Processes 
can provide different 
services, each with its own 
set of access control rules, 
etc.



Policy Specification Tools



Tools

• Collection and Labelling Rulesets
• Illustrative Registrations
• Request Templates
• Request Execution



Collection and Labelling Ruleset

• For each data element
• Collect/Optional/Don’t Collect
• Validation Level
• Sensitivity Level

• Scope – Different rules for different classes of 
registrants
• Separate ruleset for registrar, registry, policy 

authority
• Consistency checks



Consistency Checks

• Is the registrar’s policy consistent with the registry’s 
policy?
• Is the registry’s policy consistent with the policy 

authority’s policy?

• Are multiple policy authorities consistent with each 
other?



Consistency Checks

Policy Authority A

Registrar

Registry

Policy Authority B
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Request Template

• Template identifier
• Accreditation Authority
• Terms
• Purpose, obligations

• Allowed Data Elements
• Allowed Sensitivity Levels
• Search permission
• Exigent Circumstances permission
• Log protection permission



Tool Snapshots



6/11/23, 7:13 AM Project Jake

https://jake-beta.edgemoorresearch.org/#/policy/71 1/2

Prototypical Registrar
Registrar

Actual 05/25/2018

Draft
2023-06-09T16:52:02.98

Public
Lorem ipsum dolor sit amet, 
consectetur adip

Ruleset for ”Prototypical Registrar”

For each element…
   Coll is Collect, Optional or Don’t Collect
   Val is validation level
        V0 = accept anything
        V1 = check syntax
        V2 = check operational
        V3 = check identity
   Sens is sensitivity level
        S0 = public
        S1 = private
        S2 = very private
        S3 = legal paperwork required



6/11/23, 7:25 AM Project Jake

https://jake-beta.edgemoorresearch.org/#/policy/71 1/2

Prototypical Registrar
Registrar

Actual 05/25/2018

Draft
2023-06-09T16:52:02.98

Public
Lorem ipsum dolor sit amet, 
consectetur adip

Prototypical 
Registrar

Vs
Unnamed

Thin 
Registry



X = left ≠ right

< = left is tighter 
than (consistent) 
with right

> = left is looser 
than right
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Prototypical Registrar
Registrar

Actual 05/25/2018

Draft
2023-06-09T16:52:02.98

Public
Lorem ipsum dolor sit amet, 
consectetur adip

Two rulesets on the right
PLISK Rr & Unnamed Thin 
Registry

Conflicts are in red
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