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Pro-Active Abuse Mitigation

● Anti-Abuse Report 2022Q2
○ https://identity.digital/wp-content/uploads/2022/09/Anti-Abuse-Report-Q2-2022.pdf

● Anti-Abuse Report 2022Q3
○ https://identity.digital/wp-content/uploads/2022/12/Anti-Abuse-Report-Q3-2022.pdf

● Anti-Abuse Report 2022Q4
○ https://identity.digital/wp-content/uploads/2023/03/Anti-Abuse-Report-Q4-2022.pdf

● Anti-Abuse Report 2023Q1
○ https://identity.digital/wp-content/uploads/2023/06/Anti-Abuse-Report-Q1-2023.pdf

https://identity.digital/wp-content/uploads/2022/09/Anti-Abuse-Report-Q2-2022.pdf
https://identity.digital/wp-content/uploads/2022/12/Anti-Abuse-Report-Q3-2022.pdf
https://identity.digital/wp-content/uploads/2023/03/Anti-Abuse-Report-Q4-2022.pdf
https://identity.digital/wp-content/uploads/2023/06/Anti-Abuse-Report-Q1-2023.pdf


Upleveling First Principles

● Clear stand on non-arbitrary, evidence-based decisions
○ Allegations or reports are insufficient
○ Evidence is required

● Decisive
○ Mitigate and disrupt
○ Reduce severity and duration of victimization

● Focus
○ Behavior and activity - not registration data
○ Thoughtful, multi-layered, and remaining aggressive



CleanDNS®

● Cornerstone tool - relatively new entrant in anti-abuse industry
○ Ingest reports

○ Gather evidence - includes only public information

○ Create cases

● Building on First Principles, we focus on cases and actions



Key Definitions

● DNS Abuse
○ Phishing, Pharming, Malware, Botnets

○ Spam - when used for delivery of abuse

● Content - no, except for clear and present danger
○ CSAM

○ Inciting violence

● Trusted Notifiers
○ IWF



Effectiveness

2022Q2 2022Q3 2022Q4 2023Q1

Phishing 2794 2794 2487 2224

Spam 124 124 66 23

Malware 49 49 77 88

Pharming 11 11 0 0

Botnet 4 4 0 0

Other 25 25 35 29



Action Timeline - 2023Q1

● 66% of cases addressed in less than 24 hours
● 96% of cases addressed in less than 72 hours
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