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Agenda

* What is the eIDAS Network

* How is this related to domain industry
 RegelD project description

* Current state
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What is the the elDAS Network
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elDAS regulation

Framework for mutual recognition of national electronic
identities effective since 29. 9. 2018

Concept of “Levels of Assurance”

* Encapsulates strength of the authentication method and
trustworthiness of identity check

* Three levels: Low, Substantial and High
Each country may notify it’'s own elD scheme

Set of attributes to be exchanged during transaction for
natural and legal persons

* For natural persons mandatory set is name and surname,
date of birth and unique identifier. Optional set is current
address, place of birth, gender and name at birth

el Co-finance d by the Connecting Europe
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What does it say

* For public e-services where member state already allows
to use it’s national electronic identity with substantial or
high assurance level, it is mandatory to allow to use also
notified electronic identities of other member states.

* Two roles of each member state (sending + receiving)

* Mandatory is only receiving part under certain conditions
* It is not mandatory to notify national elD

* Sending state may set “conditions” for private e-services

el Co-finance d by the Connecting Europe
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elDAS network
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elDAS network transaction
=
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Sidentita.cz
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elDAS - countries with
notified elDs

Coming soon

* France
e Sweden
* Malta Tt '

—

N Co-financed by the Connecting Europe
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https://ec.europa.eu/cefdigital/wiki/display/EIDCOMMUNITY/Overview+of+pre-notified+and+notified+elD+schemes+under+el DAS
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How is it related to domains
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Verification of domain registrants

 Domain industry cannot ignore it’s role in fighting
cybercrime

 Problematic domain registrations are heavily using fake
Identities

 TLD reqistry is a target of LEAs asking to provide correct
iInformation about domain ownership

 While property registry or car reqgistry is naturally linked with
expectation about verified identity of owner - domain
registry is not

* Verification is technically complicated because of 3R model

el Co-finance d by the Connecting Europe
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Push from the top

* For some ccTLDs it's natural to verify identities
* Estonia - local registrants use national elD

* Denmark - verification of registrant using national elD is
written in the law

 Revision of EU Network And Information Security Directive

* ., TLD registries and the entities providing domain name
reqgistration services for the TLD shall collect and maintain
accurate domain name registration data, having regard to
the purposes for which it is processed”

* While verification may be easy nationally, the cross-border
verification is harder

el Co-finance d by the Connecting Europe
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RegelD project
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Who is involved

CZ.NIC SIGNICAT
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Opening up registrant services to elDAS

Opening up registrant-services provided by ccTLD registries in
four European countries to the elDAS-infrastructure and thus to
the citizens of all EU countries.

Project Scope

Connect registry services to elDAS
Gain insights

Share knowledge

B Co-finance d by the Connecting Europe
P Facility of the European Union
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Expected outcome of the project

4 TLD regqistries offering cross-border identification and
validation services to millions of EU registrants

The identification and authentication based on legal cross-
border recognised elD strengthens the options to
adequately combat fraud and cybercrime involving domain
name registrations

Increased assurance and trust in internet domains and
their usage for online and web services

Global awareness of this project and its findings with key
stakeholders in the internet industry

B Co-financed by the Connectinlq Europe
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Aim of research = to gain insights

* Are registries and registrars interested in validating/authenticating
registrants (or other parties)?

 What are the expectations, opportunities and hurdles involved?

 What will it take to allow usage of elDAS for the domain name industry?

NOWLEDGE \§ PRONRY
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Current state
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Implementation

 Estonia has recently deployed first solution
* New registrant portal at
* Authentication using Estonian elD or elD of 13 EU countries
* Possibility to update email/phone and set reqistry lock

* Other 3 regqistries are still working

el Co-finance d by the Connecting Europe
P Facility of the European Union
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Implementation - Estonia

© SigninRegistrant portal X | + O x ® National authentication - X | + S x

c @

© | @& https://registrant.internet.ee/login w noea» = < C o © | & https://tara.ria.ee/login?service=https%3A% 2F%2Ftara.ria.ee% 2Foauth2.0%2FcallbackAut =+ & ¥ noe a»

Secure authentication for e-services EESTI PYCCKUI

This website uses cookies. By clicking on our website, you agree to the use of ecokies. For more information on the use-and principles of cookies on our site,
refer to h

Public portal Auction Portal Registrar portal Registrant portal eesti keeles

RIIGI AUTENTIMISTEENUS

INFO DOMAINS DOMAIN DOMAIN REGISTRARS DNSSEC NEWS
DISPUTES AUCTIONS

ID-card Mobile-ID () smartp

Signin

d, mobile ID, B link or other EU citizer ctronic ID supported by EIDAS.

European Union member state's elD

Requires a valid elD of one of the supported countries. Select your country. You will be redirected to
your country's identity provider for authentication.

Sign in with electronic ID [ Select your country B

Sign in using Estonian (incl. e-residents) ID card, mobile ID, Bank link or other EU citizen's electronic ID I I Belgium

supported by EIDAS,
= Croatia

B Czech Republic

E D a D = Germany
1

Return to service provide I Italy

ID card Mobile ID elDAS Smart-ID

Co-financed by the Connecting Europe . - .
- Facility of the European Union More about Estonian authentication service
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Implementation - Estonia

ex\‘ ( = NA x|+ @x‘

=NA X ‘ aF
vsignint.0&wtrealm=urn%3amicros. s © no e @ »

Login.aspx?w

mome @ » = S c @ © | & =5 https://eop eidentita.cz/IPSTS.E:

signint.0&wtrealm=urn%3amicrosoftt « & ¥

&« c @ © | & https://eop.eidentita.cz/IPSTS,

Login.aspx?wa=

S identita.cz Seidentita.cz

KLI€ K ELEKTRONICKYM SLUZBAM KLI€ K ELEKTRONICKYM SLUZBAM

13. kvétna 2021

Proces prihlaSovani probihé, prosim, pockejte.

Pfihlaseni obéanskym prikazem ID transakce: 16da1f84-c318-428c-acb2-3b8db1b9137d

Prihlasovani prostiednictvim ob&anského priukazu smi vyuzivat pouze osoby star3i 15 let.

PrihlaSeni prostrednictvim nového ob&anského prikazu vydaného po 1. 7. 2018, ktery obsahuje &ip a jeho elektronicks funkcionalita byla aktivovana. Pro
prihlaseni timto obtanskym prikazem je zapotiebi ttecka dokladi a nainstalovany pifslusny software. Pokud chcete pokracovat v prihlaseni svym
ob&anskym prikazem, klikn&te na tlaéitko ,PFihldsit"

Vice informaci o piihlaovani prostiednictvim ob&anského prikazu jsme pro Vés piipravili na nasich informaénich strankdch

funkcionalitu a poskytovat vam tak relevantngjsi sluzby. Mate-li v nastaveni svého prohlizete umoznéno ukladani cookies do koncového

Tento web pouZiva, podobné jako jiné weby, soubory cookie. Tyto soubory ném umozfiuji vylepSovat tyto webové stranky, zlepSovat jejich -

Tento web pouZiva, podobné jako jiné weby, soubory cookie. Tyto soubory nam umoziuji vylepSovat tyto webové stranky, zlepSovat jejich -

funkcionalitu a poskytovat vam tak relevantnéjsi sluzby. Mate-li v nastaveni svého prohlizece umoznéno ukladani cookies do koncového

zafizeni, vyjadfujete tim souhlas s jejich pouzivanim. Vice informaci na informaénim webu zafizeni, vyjadfujete tim souhlas s jejich pouzivanim. Vice informaci na informaénim webu

20 . inanced by the Connecting Europe
PP Facility of the European Union
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Implementation - Estonia

= NIA x‘+

~ A 1B Lol cidon it o IDCTC CAN A min acm s

Zadejte identifikaéni osobni kéd

Zadejte hodnotu 10K pomoci kldvesnice pocitace. Po
zadani IOK stisknéte tlaCitko OK.

1 S _ e e ,
funkcionalitu a poskytovat vam tak relevantn

zafizeni, vyjadiujete tim souhlas s jejich pouzivanim. informaci na informagnim

21

Datum a éas

13.05.2021 17:06:27

ID transakce
16dalf84-c318-428c-ach2-3b8db1b9137d

Zadanim hodnoty 10K udélujete souhlas
s provedenim identifikace.

hlizece umoznéno ukladani cookies do koncového -

«

= NIA x|+ @x‘
A n o e @& »

Cc @ © @ https://nia.eidentita.cz/FPSTS/userConsent.aspx?w nin1.0&wtrealm=https

Saidentita.cz = -

KLIC K ELEKTRONICKYM SLUZBAM

etails for Service provider -

= consent to provide the fo

NIA (urn:moris:eidasproxyservice)

owing d

Claims for which a consent may be refused

Surname Provide details
Name Provide details
Date of birth Provide deta

Show values of the optional claims.
| acknowledge that by granting continued consent my Qualified Service Provider will disclose my data whenever verified through a National Point and

the Qualified Service Provider requests such information. In this case, the consent screen no longer appears. Grants can be revoked on the national
point portal at eidentita.cz

| give PERMANENT consent ‘ | ‘

This website uses, like any other website, cookie files. Those allow us to develop the website, improve website functionalities and offer

You more relevant services. If Your web browser is set for saving cookies into Your device, You automatically accept the conditions of their -
usage. For more details it the information website.

Il Co-financed by the Connecting Europe
e Facility of the European Union



4

(1“ RegelD

Implementation - Estonia

© DashboardRegistrantpo: X | +

@

€)s ¢ @

Gransy sro.
N
(o o)

Valid until
07.01.2022 23:00

https:ffreg\straﬂ‘|ntﬁ'h§ﬁéef{ow1*.pa\\\es
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© | & https://registrantinternet.ee 90%

A &

r companies
b P

My domains: « o7 1

a_

Search for a domain

-

WHOIS personal dat:

InBo e @ »

Results per page ‘ 24 -

©)

© regeid.eeRegistrant port: X | +

@

¢ @

© | @ https://registrant.internet.ee/domain/59ae91b6-67 [E 90%

o e® @ »

E-malil
Jjaromirtalir@nic.cz -

Jjaromirtalir@nic.cz -

Requests to update the domain (other than to remove this status) are

Requests to transfer the domain are rejected.

Contacts o

Contact type Name
Tech Jaromir Talir
Admin Jaromir Talir
Statuses o

[ ]

serverUf rejected.
[ ]

serverTransferProhibited

L]

serverDeleteProhibited

Registrar @

Requests to delete the registration are rejected

B Co-financed by the Connecting Europe
grea Facility of the European Union
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Challenges

* Access to elDAS node
* ldentity matching
* Via registrar end EPP extension
* Using existing account
* Matching personal data
 Contact data ownership
* Contact is still managed by registrar (locking changes)

* Contact is managed by the registry (portal for update is
needed)

el Co-finance d by the Connecting Europe
P Facility of the European Union
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elDAS revision

e 3.6. 2021 European Commission presented a novel
approach to European electronic identity as the result of
revision of elDAS regulation

* Core concept is Digital Identity Wallet provided by member
state

* Mobile app storing attributes about identity together with
other attributes like education certificates, health
certificates

* User may present individual attributes to public and private
companies upon request

* Technical solution for this yet to be decided by member
states

el Co-finance d by the Connecting Europe
P Facility of the European Union
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Thank you

Jaromir.talir@nic.cz
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